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Tips for CFO: Mitigate against spear-phishing and whaling (C-Level Targets) 
cyberattacks 

People 
People considerations need to be factored into your cyber risk mitigating strategy. 
Sophisticated technologies, security and technical expertise and well-defined procedures alone 
are insufficient for an effective strategy. Proper training programs and addressing your 
organization’s attitude towards security is necessary to ensure your multi-layered strategy will 
be effective. 

Training employees about data privacy and security is 
critical. 56% (up from 38% in 2015) of attacks use a method 
called phishing where employees are tricked into clicking an 
email link to give hackers access to corporate systems and 
data. Take University of California Davis Health’s incident in 
May of this year as an example. An employee who 
responded to a phishing email allowed a hacker to obtain data that compromised 15,000 
patients’ personal health information (PHI). Had the employee been educated to identify 
characteristics of a phishing email, this attack could conceivably have been avoided.  
 

Cultivation of the right (employee) attitudes and behaviors is 
just as important. Employee-training (particularly in the Finance 
Department because users and executives have valuable login 
credentials that access bank accounts, treasury and financial 
systems), combined with the reinforcement of the right 
behaviors is key to improve a company’s overall security 

posture. The responsibility for data security cannot be contained to just the CISO or security 
team. Like good citizens of a society, it is everyone’s responsibility to recognize and report 
illegal or suspicious activity, and a company’s employees and contractors can and should be 
able to do the same. Training is necessary to help employees and workers identify suspicious 
activities or behaviors. This includes executives, who are often primary targets of whaling and 
spear-phishing attacks. Consider organizing and implementing externally provided 
professional spear-phishing and whaling (executive and C-level) training, which is in 
expensive to do. 
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Examples of real-world spear-phishing and whaling incidents. 


